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Abstract

A distributed electrical network (DEN) with a voltage of 0.4 kV operating in an unsymmetric mode is considered as an object of 
automated control. The problem of identification of places and control of unauthorized power take-offs (UPTO) in the DEN in the 
conditions of functioning of the automated system of control and accounting of electricity (ACMSE) is formulated. The primary source 
information for its solution is the data obtained from the head and subscriber electricity meters by synchronized remote measurements 
at discrete points in time. This problem belongs to the class of problems in which there is significant uncertainty about the current state 
of the object under study and the parameters of external disturbing influences, which are unauthorized consumers of electricity. Under 
these conditions, the primary measurement data on the characteristics of the network subscribers’ loads received from the counters of 
the automated system and recorded in its database are insufficient to solve the problem under consideration. In this regard, in order to 
reduce the level of uncertainty and obtain additional necessary information about the state of the object, the concept of a virtual DEN 
model is introduced into consideration, designed to describe its desired state, which is determined by the absence of these external random 
disturbances in the network. A new method for solving the formulated problem is proposed, based on the concept of a virtual DEN model. 
The conditions for identifying the current state of the DEN have been obtained. For this purpose, the desired input phase currents of the 
virtual network are determined by introducing equivalent complex resistances of certain parts of the three-phase network. The vectors of 
the effective values of currents and voltages on the loads of subscribers and inter-subscriber sections of the virtual network are identified. 
Criterion functions are introduced that determine the deviations of the corresponding components of the stress vectors on the loads of 
subscribers of the real DEN and its virtual model. Based on these functions, an identification criterion and an algorithm for monitoring 
unauthorized power take-offs in a three-phase distributed network are formulated. The obtained results are oriented for the creation of 
algorithmic and special software for the subsystem of automated control of UPTO as part of the ACMSE.
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Автоматизированный контроль несанкционированных
отборов мощностей в распределенной электрической сети

В качестве объекта автоматизированного контроля рассматривается распределенная электрическая сеть (РЭС) 
напряжением 0,4 кВ, функционирующая в несимметричном режиме. Формулируется задача идентификации мест и 
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Introduction

Electricity generated by generating systems is 
supplied to its consumers through low-voltage distri-
buted electric networks (DEN). One of the main in-
dicators of the quality and efficiency of DEN is the 
loss of electricity in them, which is caused by a num-
ber of factors. The latter, along with the asymme-
try of currents and voltages [1—3] and the nonlinear 
properties of individual loads [4, 5] of subscribers of 
three-phase networks, also include uncontrolled cur-
rent leakage in them, including unauthorized power 
take-offs (UPTO) [6—8]. The volumes of UPTO in 
certain periods of time reach significant values.

As is known, in recent years, in order to auto-
mate information processes in DEN, new digital 
technologies have been widely introduced in the 
form of automated control and metering systems 
for electricity (ACMSE) [9, 10], which are elements 
of Smart Grid technology [11, 12]. An 
analysis of the functional structure 
of modern ACMSEs shows that they 
are mainly designed to implement 
the functions of commercial electric-
ity metering, and therefore belong to 
the class of information-measuring 
systems. As part of these automated 
systems, there are no algorithmic and 
software tools aimed at sol ving a set 
of tasks to minimize power losses in 
the distribution zone. It can be noted 
that the specified complex includes 
the tasks of optimizing the operating 

modes of the DEN due to their balancing [13—17], 
as well as the tasks of identifying and controlling the 
UPTO. To date, a number of methods and methods 
have been proposed [7, 18—21] aimed at identifying 
and identifying the places of UPTO in a distributed 
network. However, the practical application of these 
methods as part of existing ACMSEs presents certain 
difficulties due to the difficulties in their software 
implementation in real time. The article proposes a 
new method for automated control of unauthorized 
power takeoffs in DEN based on the development of 
the approaches described in [8, 22].

Problem statement

As an object, a four-wire DEN with a voltage of
0.4 kV is considered, the design scheme of which is 
shown in Fig. 1, where k, v — index variables denoting, 

контроля несанкционированных отборов мощностей (НОМ) в РЭС в условиях функционирования автоматизирован-
ной системы контроля и учета электроэнергии (АСКУЭ). Первичной исходной информацией для ее решения являются 
данные, полученные с головного и абонентских счетчиков электроэнергии путем синхронизированных дистанционных 
измерений в дискретные моменты времени. Данная проблема относится к классу задач, в которых имеется суще-
ственная неопределенность о текущем состоянии исследуемого объекта и параметрах внешних возмущающих воз-
действий, в качестве которых выступают несанкционированные потребители электроэнергии. В указанных условиях 
первичные измерительные данные о характеристиках нагрузок абонентов сети, полученные со счетчиков автомати-
зированной системы и записанные в ее базу данных, являются недостаточными для решения рассматриваемой зада-
чи. В связи с этим в целях снижения уровня неопределенности и получения дополнительной необходимой информации 
о состоянии объекта в рассмотрение вводится понятие виртуальной модели РЭС, предназначенной для описания ее 
желаемого состояния, которое определяется отсутствием в сети указанных внешних случайных возмущений. Пред-
ложен новый метод решения сформулированной задачи, основанный на концепции виртуальной модели РЭС. Получены 
условия для идентификации текущего состояния РЭС. Для этой цели определены входные желаемые фазные токи 
виртуальной сети путем введения эквивалентных комплексных сопротивлений определенных частей трехфазной 
сети. Идентифицированы векторы действующих значений токов и напряжений на нагрузках абонентов и межабо-
нентских участках виртуальной сети. Введены критериальные функции, определяющие отклонения соответствую-
щих компонентов векторов напряжений на нагрузках абонентов реальной РЭС и ее виртуальной модели. На основе 
указанных функций сформулирован критерий идентификации и алгоритм контроля несанкционированных отборов 
мощностей в трехфазной распределенной сети. Полученные результаты ориентированы для создания алгоритмиче-
ского и специального программного обеспечения подсистемы автоматизированного контроля НОМ в составе АСКУЭ.

Ключевые слова: распределенная сеть, виртуальная сеть, несанкционированный отбор мощности, метод иденти-
фикации и контроля

Fig.1. Calculation scheme of a three-phase network
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respectively, the numbers of phases А, В, С ν =( 1� ,3)  
and electrical circuits of the network ν =( 1� , )n ; �kE  — 
e.m.f. power supply; ν ν ν′ ′� � �,,k k kI U Z  — instantaneous 
current, voltage and complex resistance of the sub-
scriber’s load with coordinate (k, ν), respectively; 

ν ν′� �, � �k kzi  — current and complex resistance of the ν-th 
intersubscriber section of the k-th phase; ν ν′ �� , �J z  — 
instantaneous current and complex resistance of the 
ν-th section of the neutral wire; ′ ′� � �, ,k kkI U Z  — in-
stantaneous currents, voltages and complex resistance 
at the inputs of the corresponding phases.

We will assume that the following conditions are met:
1. There are uncontrolled power take-offs (UPTO) 

in the network, the locations of which are unknown.
2. At a discrete time t = t0, using electricity meters 

of ACMSE, synchronous measurements of the effec-
tive values of currents ν′ ′,k kI I  and voltages ν′ ′, kkU U , 
respectively, at the phase inputs and at network loads, 
as well as power factors ′ϕcos k  and ν′ϕcos k  between 
them. The information obtained is recorded in the 
database of the automated system and on their basis 
the current and voltage vectors ′ ′= …′ ′1 2[ ,� , � , ]k k k knI I II  
and ′ ′= …′ ′1 2[ ,� , � , ]k k knk U U UU , = 1,3.k

At the time of synchronous measurements (t = t0),
the DEN can be in one of two possible states:

1) in the regular (normal, desired) state (Co);
2) in a perturbed state (C ′).
In the state C ′ in the network at least one of its 

phases is connected to unauthorized consumers of 
electricity, and in the state Co the latter are absent.

The problem is identification:
1) the current state of the DEN;
2) places of unauthorized power take-offs based 

on data received from electricity meters of ACMSE.
The solution of the formulated problem includes 

the following main stages:
1. Building a virtual model of DEN.
2. Identification of the current state of the DEN.
3. Estimation of the input phase currents of the 

virtual network.
4. Identification of the vectors of currents and 

voltages of the virtual DEN.
5. Construction of an identification 

criterion and algorithm.

Building a virtual model of DEN

Studies show that the identification 
problem under consideration belongs to 
the class of problems in which there is 
a significant uncertainty about the cur-
rent state of the object under conside-
ration and the parameters of external 

disturbances in the form of UPTO. Such uncertainty 
is mainly due to the lack of practically no informa-
tion about unauthorized consumers of electricity and 
the necessary data on the state of inter-subscriber 
sections of DEN. Under these conditions, in order to 
solve the problem posed, it becomes necessary to gen-
erate additional information about the object in addi-
tion to the primary initial data obtained from the AC-
MSE electricity meters. For this purpose, we introduce 
the concept of a virtual DEN model into consideration. 
Its structure and parameters should adequately describe 
the desired state of a real distributed three-phase net-
work in the absence of external disturbances in the 
form of UPTO. On Fig. 2 shows the design scheme of 
the k-th phase of such a virtual network.

Here �kE  — the complex e.m.f source for k-th 
phase; ν

� ,kI  ν
� ,kU  ν

�
kZ  — complex current, voltage 

and load resistance of the virtual subscriber having 
coordinate k, ν; ikν — the complex current of the 
corresponding intersubscriber section.

The values of currents ν
� ,kI  ν

�� ki  and voltages 

ν
� ,kU  describing the state of the network under con-

sideration, differ from their corresponding values 
characterizing the state of the original — real DEN 
(Fig. 1.), i.e. ν ν′≠� �� ,k kI I  � ,k ki iν ν′≠  ν ν′≠� �� � .k kU U  In this 
case, the resistance values ν

�
kZ  and ν�z  of the loads 

of subscribers and inter-subscriber sections of the 
real and virtual networks have the same values. In 
the future, these network variables will be repre-
sented in the following complex form [23]:
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Fig.2. Calculation scheme of the th phase of the virtual network
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The current values of the currents ,o
kI  =� ,1,3k  

at the inputs of the phases of the virtual network 
will be called the desired phase currents. A compar-
ative analysis of the structures of the original DEN 
(Fig. 1) and the virtual network (Fig. 2) shows that 
the following relations hold for their input complex 
phase currents:

 ′ = + =� � � , 1 ,,3o x
k k kI I I k

where � xkI  — the complex current on the load of an 
unauthorized consumer connected to the phase 
with number k.

Identification of the current state of the network

According to the conditions of the problem un-
der consideration, the current values of phase cur-
rents ′ ′= 0( )k kI I t  at the input of the original real 
distributed network (Fig. 1) at the time t = t0 are 
measured by the main three-phase meter, which are 
contained in the ACMSE database. The analysis 
shows that to identify the current state of the DEN, 
it is advisable to use the following conditions:

 ′ − Δ =| , 1 3| , ,k
o
kI I I km  (2)

where ΔI — the maximum allowable error in mea-
suring currents in ACMSE.

It is obvious that if at least one of the relations 
(2) is not fulfilled, there are UPTOs in the network, 
and their fulfillment means that the DEN is opera-
ting in the normal mode. Thus, relations (2) can be 
used as a criterion condition for identifying the cur-
rent state of the DEN. Now let’s set the task of es-
timating the values of the input desired phase cur-
rents ,o

kI  =� ,1,3k  on the virtual network.
Estimation of the input desired phase currents of 

the virtual network. Consider a virtual network, the 
scheme of which is shown in Fig. 2. 
For this purpose, we introduce into 
consideration the concepts of equiva-
lent complex resistances κν

� ,equZ  deter-
mined for individual parts of a three-
phase network, an illustration of 
which for the end sections of the k-th 
phase is shown in Fig. 3, a, b, c.

The indicated equivalent resis-
tances, as can be seen from the fig-
ures, are the total resistances of the 
subsequent sections of the network, 
starting at nodes with coordinates 
(k, ν):

 νϕν
ν ν

ν
= = = ν =
�� , 1,3, 1, ,

equ
kjequ equk

k k
k

U
Z Z e k n

i
 (3)

where ν ,equ
kZ  νϕequ

k  — the modulus and phase ν
� .equ
kZ  

In this case, the following formulas are valid for the 
modules:

 ν
ν

ν
= = =, 1,3, 1, .equ k

k
k

U
Z k n n

l
 (4)

With known values of network load resistances 

ν
�
kZ  and intersubscriber sections ν�kz  and ν� ,z  to de-

termine the introduced equivalent resistances, you 
can use the formula for determining the total re-
sistance of the series-parallel connection of circuits 
starting from the end sections of the DEN [23]. 
Wherein
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−

−
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=
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In the general case, the equivalent resistances 

ν
� equ
kZ  of series circuits (sections), determined by ex-

pressions (3), starting from nodes with coordinates 
(k, ν), are calculated by the formulas:

 
ν ν+ ν+ ν+ν

ν
ν ν ν+ ν+ ν+

+ +
= =

+ + +

= ν = −

� �� � ��
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� , 1 1 , 1�

� � , 1 1 , 1

( )
,

1,3, 1, 1,

equ
k k kequ k

k equ
k k k k

Z z z ZU
Z

i Z z z Z

k n

 (5)

where =� �� .equ
knknZ Z

To estimate the desired input phase currents o
kI  

of the virtual network, it is first necessary to deter-
mine the total phase resistances �kZ  (Fig. 2):

 ϕ= = =
��
�

�
, 1,3,kjk

k ko
k

U
Z Z e k

I
 (6)

Fig. 3. Illustration of equivalent resistances � equZ kn
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where Zk, ϕk — the modulus and phase of resistance 
� .kZ  Moreover, they are determined through equiv-

alent resistances � 1 :equ
kZ

 =� �
1 .equ

k kZ Z  (7)

Here we note that the load resistances of subscrib-
ers ν

�
kZ  are calculated from the data of subscriber 

electricity meters, and inter-subscriber resistances 

ν�kz  and ν� �z  can be preliminarily identified using, for 
example, the methods described in [24, 25]. Howev-
er, this approach leads to a number of difficulties in 
the practical implementation of the procedure for 
searching for places of unauthorized consumers. In 
particular, for this purpose, a sufficiently large 
amount of memory in the ACMSE database will be 
required, and it is also necessary to set a more de-
tailed structure of the distribution network. In this 
regard, it is more appropriate to evaluate the inter-
subscriber resistances directly in the process of iden-
tifying places of unauthorized power takeoff (UPTO).

Assessment of intersubscriber resistances. It can be 
noted that the determination of the complex resis-
tances ν�kz  and ν�z  presents certain computational 
difficulties. In this regard, it is advisable to approx-
imate the representation of these resistances. As is 
known, in the general case, the resistance of inter-
subscriber sections of the network ν ν� �,kz z  can be 
represented in a complex form:

 
ν

ν

ϕ
ν ν ν ν

ϕ
ν ν ν ν

= + = = ν =

= + = = ν =

�

�

, 1,3, 1, ,

, 1,3, 1, ,

jB M
k k k k

jB M

z z jz z e k n

z z jz z e k n

where ν ν ν νϕ ϕ, � ,, ,k kz z ν� ,B
kz  ν ,Bz  ν ,

M
kz  ν

Mz  — the 
modules, phases, real and imaginary parts of ν�kz  
and ν�z  respectively. Applied calculations for esti-
mating the values ν,

B
kz  ν

Bz  and ν ,
M
kz  ν

Mz  of inter-
subscriber sections of a number of trunk lines of 
three-phase networks show that the values of active 
resistances ν

B
kz  and ν

Bz  are approximately two or-
ders of magnitude greater than the values of reactive 
resistances ν

M
kz  and ν .Mz  Therefore, we can approx-

imately assume that

 ν ν ν

ν ν ν

≈ ≈ = =

≈ ≈ = =

�

�

1,3, 1, ,

1,3, 1, .

,

,

B
k k k

B

z z z k n n

z z z k n n
 (8)

To determine zkν and zν, you can use information 
about the lengths of wires of intersubscriber sections 
of the network and their passport data. Further, we 
denote by Lkν the length of the wire between the 
corresponding neighboring subscribers of the net-
work. Now suppose that the phase and neutral wires 
have different cross sections. Then, the active resis-

tances of these intersubscriber sections are deter-
mined by the formulas:

 
ν ν

ν ν ν

= ρ

= ρ = =
1

2

,

, ,3 1, ,,1
k k

k

z L

z L k n
 (9)

where ρ1, ρ2 — the specific resistances of the phase 
and neutral wires, respectively.

With this approach, in order to evaluate the 
inter-subscriber resistances determined by formu-
las (8) and (9), it is necessary to have data on the 
lengths of wires in the inter-subscriber sections of a 
three-phase network in the ACMSE database.

Estimation of the input phase currents
of the virtual network

For this purpose, consider a virtual model of the 
k-th phase, the scheme of which is shown in Fig. 2. As 
is known, the functional relationships between the 
e.m.f. �kE  of the mains power supply and voltage �kU  
at the phase inputs are determined by the relations:

 = + =� � � �в� , 1,3,o
k k kE U I z k  (10)

where �вz  — the internal resistance of the source, 
which can be represented in a complex form:

 ϕ=� в
в в ,jz z e

where the numerical values of the module zв and the 
argument ϕв are determined by the passport data of 
the transformer. Now, taking into account the fact 
that stresses =� � � ,o

k k kU I Z  relations (10) can be rep-
resented as:

 = + =� � � �в( ), 1,3.o
k k kE I Z z k

From here we get

 = + =
� � �� в

�
, 1,3,k

ko
k

E
Z z k

I
 (11)

where �kZ  is the total complex resistance of the k-th 
virtual phase, determined by formulas (6) and (7). 
Now, we will write the variables included in the last 
expressions in exponential form:

 
�

κϕ

β +∝

β +ψ

=

=

= =

�

�

�

( )

( )
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, 1,

,

3,

k k

k k

j
k k

jo o
k k

j
k k

Z Z e

I I e

E E e k

 (12)

where , , �o
k k kZ I E  — the modules of the corre-

sponding complex variables; ϕk  — resistance argu-
ment � ;kZ  �∝ ψ� ,k k  — deviations of the phase shifts 
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of the corresponding currents and e.m.f from their 
base values βk.

Further, to estimate the input phase desired cur-
rents ,o

kI  relations (11), taking into account (12), we 
write in exponential form:

 
�β +ψ

β +∝
′= =�

( )

( ) , 1,3,
� �

k k

k k

j
k

kjo
k

E e
Z k

I e
 (13)

where

 ϕ θϕ′ ′= + =� в
в � .k kj jj

k k kZ Z e z e Z e

Here ′kZ  and θk are known real numbers. Note 
that the value of the e.m.f. E can be preliminarily 
determined from the data �kI  and �kZ  obtained from 
the readings of the head three-phase meter at time
t = t0. As a result, relation (13) will be written as:

 
λ

θ′= =, 1,3.
� �

k
k

j
jk

ko
k

E e
Z e k

I

From this it can be seen that the following rela-
tions must be satisfied:

 , , 1,3,
� �

k
k k ko

k

E
Z k

I
′= λ = θ =

where the phase shift differences �λ = ψ − ∝ .k kk
As a result, the desired input currents o

kI  of the 
virtual network are determined by the formulas

 = =
′
, 1,3�.o k

k
k

E
I k

Z
 (14)

Identification of the vectors of currents and 
voltages of the virtual DEN

Now let’s set the task of determining the vectors 
= …1 2,� , �[ , ]k k k knU U U U  and [ ]= …1 2,� , � , ,k k k knI I I I  

which determine the state of the virtual network. 
Note that the modules of equivalent resistances 

1
equ
kZ  were found earlier. Then, based on formulas 

(4), we calculate the voltages Uk1 (Fig. 2):

 = =1 1 1 , 1,3,equ
k k kZ kU l

where = =1 , 1,3.o
k kl I k

Then the effective currents Ik1 on the loads of 
virtual subscribers with resistance Zk1 can be found 
by the formulas:

 = =1
1

1

, 1,3,k
k

k

U
I k

Z

where Zk1 — the modulus of complex resistance � 1.kZ

Next, the effective values of the intersubscriber 
currents lk2 are calculated (Fig. 2). For this purpose, 
consider the balance relations for currents in nodes 
with coordinate (k, 1):

 = − =�
2 1 1� , 1,3.k k ki i I k

It is easy to show that the following expressions 
are true for the squares of the modules of currents ik2:

 

= − − =

= − − =

= + − + =
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)
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the components of which can be determined by the 
formulas:

 = =� �* 2 * 2
1 1 1 1 1 1, ,k k k k k ki i l I I I
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where lk1, Ik1 — the effective values of the currents 
flowing through the corresponding resistances �1z  
and � 1,kZ  and the parameter λk1 is determined by 
the expression

 λ = α − α =�1 1 1, 1,3.k k k k

Since ν
� equ
kZ  is determined by formula (5), then 

for ν = 1 the following relation is true:

 =
��
�

1 1

1 1

,
equ

k k

k k

ZI
i Z

which, taking into account (1) and (3), has the form:

 ϕ − ϕλ = 11 1( )1 1

1 1

� .
equ

kk k

equ
jjk k

k k

ZI
e e

l Z

From here we obtain the values of the phase dif-
ferences:

 λ = ϕ − ϕ1 11 .equ
k kk

As a result, the following formula holds for 2
2kl :

 
λ − λ= + − + =

= + − λ =

1 12 2 2
2 1 1 1 1

2 2
2 1 1 1 1

( )

2 cos , � 1,3.

k kj j
k k k k k

k k k k k

l l I l I e e

l I l I k

From here we obtain the numerical values of lk2:

 = + − λ =2 2
2 1 1 1 1 12 cos , 1,3.k k k k k kl l I l I k
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Now, in a similar way, we determine the param-
eters Uk2 and Ik2 of virtual loads having coordinates 
(k, 2) according to the following formulas:

 
=

= =

2 2 2

2
2

2

, 1 3.

,

,

equ
k k k

k
k

k

U l Z

U
I k

Z

Further, continuing the above computational 
procedure for ν = 3,4, ..., n, we determine the re-
maining voltages Ukν and currents Ikν on the loads 
of the virtual network. Note that the general itera-
tive formula for calculating the intersubscriber cur-
rents lkν has the form:

 ν ν− ν− ν− ν− ν−= + − λ

= ν =

2 2
, 1 , 1 , 1 , 1 , 1cos� ,

1,3, 1, ,

k k k k k kl l I l I

k n
 (15)

and the desired voltages and currents are deter-
mined by the following formulas:

 ν
ν ν νν

ν
= = = ν =� , 1,3, 1,, ,equ k

k k kk
k

U
U l Z I k n

Z
 (16)

where

 ν− ν−ν−λ = ϕ − ϕ

=
, 1 , 1, 1 ,

� .

equ
k kk

kn knl I

As a result of using the technique considered 
above, we obtain the desired values of all compo-
nents of the vectors = …1 2[ ,� , , � ]k k k knU U U U  and 

= …1 2[ ,� , , � ].k k k knI I I I

Construction of an identification criterion
and algorithm

For this purpose, on the basis of the found esti-
mates of the input phase currents o

kI  of the virtual 
network, it is necessary to first analyze the rela-
tions    (2). Let us assume that these 
conditions are not satisfied for all

=( 1,3),k k  i.e., there are single unau-
thorized power takeoffs in the network 
in all its phases. Note that the AC-
MSE database contains the vectors 

′ ′′ ′= …1 2[ ,� , � , ],k k k knU U UU  = 1,3,k  
which are preliminarily determined 
on the basis of data obtained from 
subscriber meters systems. In addition, 
the vectors = …1 2[ ,� , , � ],k k k knU U U U  
characterizing the state of the virtual 
network, were identified above 
(Fig.  2).

 ν ν ν′Δ = = ν =−| |, 1,3, 1, .k k kU U U k n  (17)

Now, let’s assume that unauthorized power with-
drawals in the network are carried out in the vicinity 
of the nodes of a real DEN, having coordinates (k, 
mk), which is conditionally shown in Fig. 4, where 
ν = mk and mk < n.

In this case, each phase of a three-phase network 
with respect to these nodes can be conditionally 
divided into two parts. Obviously, throughout the 
first (initial) part of the k-th phase of the DEN, the 
current x

kI  of an unauthorized consumer addition-
ally flows through its intersubscriber sections, and 
in the second section, i.e. after the point (k, mk), the 
indicated current is absent. A comparative analysis 
of the processes in the considered parts of the net-
work shows that in the initial sections of each phase 
of the network, the values of the voltage differences 
ΔUkν, where ν = 1, ,km  differ significantly from the 
values of the differences ΔUkξ, +ξ = 1,�km n  related to 
areas where there are no UPTOs. Moreover, the 
values ΔUkν for the initial sections of the network 
are much larger than ΔUkξ calculated for the second 
part of the network, i.e.

 ν ξ +Δ Δ ν = ξ = 1� 1,, , ., �k k k kU U m m n.  (18)

An illustration of this situation using a graph 
of the discrete (lattice) function ΔUkν is shown in 
Fig. 5.

Now we introduce discrete functions Fkν defined 
by the following differences:

 ν ν ν+= Δ − Δ ν = −, 1 , 1,� 1.k k kF U U n  (19)

The set of values Fkν for a given k is the vector 

−= …1 2 , 1,� ,[ .],�k k k k nF F F F  The analysis shows that, 

Fig. 4. Conditional fragment of the network where UPTO is carried out
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taking into account relations (18) and the condition 
mk < n, the graphic representation of the function 
Fkν is presented in the form shown in Fig. 6.

As can be seen from the figure, the UPTO co-
ordinate in the k-th phase of the network is deter-
mined based on the solution of the following extre-
mal problem:

 ν
ν∈

== ,max � , 1,3,
kk k m

V
F F k  (20)

where mk — the number of the node of the k-th 
phase, in the vicinity of which an unauthorized 
power take-off is observed; V — a discrete subset 
consisting of network subscriber numbers, i.e. V = 
= {1, 2, ..., n}. As a result, the extremal problem (20) 
is reduced to finding the maximum element of the 
vector −= …1 2 , 1[ ,� , , � ],k k k k nF F F F  = 1,3,k  which is 
solved by fairly simple means. It is easy to see that 
when mk = n in the graph of the function Fkν (Fig. 6) 
there will be no "impulse that has an excessively 
large amplitude. This means that if conditions (2) 
are not met, UPTO is carried out in the final sec-
tion of the k-th phase with the coordinate (k, n).

Thus, the introduction of the concept of a vir-
tual model of a distributed network and the proce-
dure proposed above for constructing discrete func-
tions Fkν make it possible to identify the places of 
unauthorized power takeoffs in the DEN. At the 
same time, the system of discrete functions (17) and 
(19) can be used to construct an identification cri-
terion for UPTO, which can be formulated as fol-

lows: the coordinates of unauthorized consumers in 
the DEN are determined based on the analysis of 
the structure of the functions Fkν, ν = 1, ,n  = 1,3,k  
in particular, by solving the extremal problem (20).

The results obtained above allow us to formulate 
the following UPTO control algorithm in a distrib-
uted three-phase network.

1. Cyclic interrogation of the main three-phase 
and subscriber electricity meters of ACMSE at a 
discrete time.

2. Recording the information received from the 
counters in the ASKUE database and forming the 
vectors ′ ′ ′ ′= …1 2[ ,� , � , ],k k k knU U U U  = 1,3.k

3. Formation of a virtual model of DEN (Fig. 2).
4. Determination of the input phase currents of 

the virtual network ,o
kI  = 1,3,k  according to for-

mulas (14).
5. Identification of the current state of the distri-

bution network by checking conditions (2).
6. If relations (2) are satisfied, go to step 1. Oth-

erwise, go to step 7.
7. Estimation of intersubscriber resistances zkν, 

zν, = 1,3,k  ν = 1, ,n  trunk line, in particular, ac-
cording to formulas (9), if they are not previously 
identified and are not contained in the ACMSE da-
tabase.

8. Calculation of equivalent resistances ν
� ,equ
kZ  

= 1,3,k  ν = 1, ,n  defined by expressions (5).
9. Identification of virtual network parameters, 

i.e. estimation of intersubscriber currents lkν, 
= 1,3,k  ν = 1, ,n  according to formulas (15), as well 

as current vectors = …1 2[ ,� , � , ]k k k knI I I I  and volta-
ges = …1 2[ ,� , � , ],k k k knU U U U  whose components are 
calculated by formulas (16).

10. Calculation of stress differences ΔUkν, = 1,3,k  
ν = 1, ,n  determined by formulas (17).

11. Formation of discrete functions Fkν, = 1,3,k  
ν = 1, ,n  according to formulas (19) and vectors 

−= …1 2 , 1,� ,[ ]., �k k k k nF F F F
12. Analysis of the structure of the criterial func-

tions Fkν ( = 1,3,k ν = 1, ,n ), in particular, the solu-
tion of the extremal problem (20).

13. On the basis of this analysis, the implemen-
tation of operational control of unauthorized power 
take-offs in the DEN.

14. End of the UPTO monitoring process in the 
network and go to step 1.

Conclusion

The practice of operating distributed electrical 
networks (DEN) with a voltage of 0.4 kV shows that 

Fig. 5. Graphical representation of the function DUkn

Fig. 6. Graphic representation of the function Fkn
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they can experience significant losses of electricity 
in certain periods of time due to unauthorized po-
wer take-offs (UPTO). As part of the ACMSE hard-
ware and software systems, which are implemented 
in low-voltage networks for the purpose of automa-
ting and informatizing the processes of monitoring 
and accounting for electricity, there are no technical 
and software tools designed to identify and control 
unauthorized power take-offs in the DEN. A new 
method and algorithm for solving this problem are 
proposed based on the concept of a virtual model of 
a three-phase network. The latter was introduced to 
describe the desired state of a real network, to the 
phases of which unauthorized consumers of elec-
tricity are connected. The computational procedure 
of the developed algorithm, in contrast to existing 
methods, is more adapted for use as part of ACMSE 
in real time. The results obtained can be used to 
create a subsystem for automated control of DEN 
as part of ACMSE.
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